
C:\Users\IdaAsia\AppData\Local\Microsoft\Windows\INetCache\Content.Outlook\BB8KF8R0\PRECAUTIONARY NOTICE TO BE PLACED ON JPS WEBSITE (003).docx 

PRECAUTIONARY NOTICE WITH RESPECT TO THE PROTECTION OF PERSONAL AND 
CONFIDENTIAL INFORMATION BELONGING TO JPS AFRICA NPC (“JPS”) 

In 2024 JPS discovered a security incident involving unauthorised access to its system by a 
former employee and Data Protection Officer under the Protection of Personal Information 

Act 2013 (“POPIA”), resulting in a potential breach of sensitive information of JPS.  

JPS takes data protection very seriously and once JPS became aware of the breach, JPS took 
immediate action to contain and investigate the incident. 

JPS notified all affected individuals directly and provided guidance and steps to take next. 

JPS is committed to transparency and provided updates to all affected persons as more 
information became available. 

With the intervention by Court, JPS managed to ensure that the former employee concerned 
returned to JPS the information which the said former employee had in his possession and such 
information was also permanently deleted from all the former employee’s devices. All external 
storage devices were also successfully retrieved from the former employee of JPS and handed 
over to JPS. 

The former employee was also ordered by Court to pay all costs incurred by JPS to protect its 
intellectual property and an Order in its favour against the former employee of the JPS ensured 
that JPS managed to secure all documents, records, files and data and prevent the compromising 
of any confidential information held by JPS. The Judgement was handed down in favour of JPS 
on the 8th of August 2024 in the High Court of South Africa, Gauteng Division, Pretoria, case 
number 2024/065303, which judgement can be accessed on our website. 

This is a reminder to employees of JPS exposed to confidential and sensitive information 
pertaining to the company that sharing or mishandling the information and/or documents and/or 
records and/or files and data, either in hard copy or electronic format of JPS constitutes a breach 
and that the sharing of such or mishandling of such information can lead to serious consequences, 
including disciplinary action or even termination. 

If you are unsure as to what is okay to share and what is not, check with your supervisor or the 
Human Resources division. 

The judgement in favour of JPS is a reminder to bear in mind that: 

1. A breach or leak of Company data and sensitive information pertaining to JPS will result 
in: 
1.1. Facing a fine under POPIA and other legislation; 
1.2. A breach of trust, which will be hard to regain; 
1.3. Fines and legal fees and compensation payouts which can be hefty;  
1.4. A distraction from business operations which will impact the success of the 

organisation and have a negative impact not only on the employee who breaches 
Company data, but also upon all employees of the organisation; 

1.5. Staff feeling vulnerable or anxious, which effects morale and productivity. 

Therefore, to keep our organisation safe, please make sure that you familiarise yourself with 
Company policy and protect sensitive and intellectual property information belonging to JPS 
properly. 


